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Does Cibio Identity-C Comply with Current Regulations on Data 
Protection? 
Yes. Identity–C has been developed considering regulations and 
recommendations on data treatment, such as GDPR, the Spanish Organic 
Law 3/2018 on Data Protection and Guarantee of Digital Rights, Opinion GT29 
and recommendations of the Spanish Data Protection Agency.  

 

Is There a Legal Basis for the Implementation of Identity-C? 
Yes. The data treatment that Identity-C carries out is based on the 
compliance of legal obligations registered in Section 20.3 of the Workers’ 
Statute —registering clocking in and out times and working hours— and a 
legitimate interest on verifying that only authorized personnel enter the 
construction site, as well as informing about the high risks of a construction 
site.  

 

How Was the Developing Process for this Solution? 
Identity-C has been developed thanks to the collaboration between Cibinar 
(development and integration) and the Occupational Risks Prevention 
department of Acciona (treatment principle and requirements). It has been 
developed considering regulations and recommendations on data 
treatment and following the development cycles of the Opinion 3/2012 GT29.  

 

Does it Comply with the Proportionality Principle? 
Yes. It is an ideal system that meets the contemplated requirements: time 
clock, PPEs checking, no additional devices for accessing the premises and 
automation of processes. In addition, the system’s efficiency is superior to 
less invasive traditional access control processes that require additional 
personnel on access spots. Lastly, the solution does not violate the 
employee’s private life, since it works according to the basic principles on 
personal data treatment with the only purpose of identifying the employees 
for safety reasons. 
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What Principles is the System Based On? 
The solution follows recommendations and regulations from the beginning of 
its development and by default, due to deep analyses on regulations. 
Therefore, minimization and pseudonymisation of data is precise; the system 
guarantees integrity and confidentiality due to its encryption and comparing 
processes based on irreversible vectors and aspects such as limitation to the 
treatment’s purpose, data retention periods and the users’ rights (explained 
carefully and in detail). 
 

Should I Carry Out an Impact Study on Data Protection? 
Yes. Identity-C carries out an identification process. It compares the data of 
the employee with the data already collected in the database (1:n), so an 
Impact Study prior to its implementation is compulsory.  

 

Is There Anything Else to Consider? 
Cibinar, as a data treatment specialized company, recommends informing 
employees, as well as the representatives of external employees, about the 
new measure taken and its purpose (access control and PPEs security, 
improvement of efficiency using automation processes), expressly indicating 
that, under no circumstances will the collected data be used for a purpose 
other than the previously exposed (employees’ evaluations or similar).  
 

http://www.cibinar.com/
mailto:info@cibinar.com

